Republic of the Philippines
Supreme Court

Office of the Court Administrator
Manila

OCA CIRCULAR NO. 153-2019

TO : ALL DESIGNATED REGIONAL TRIAL COURTS
HANDLING ELECTION PROTEST CASES

SUBJECT : COMELEC MINUTE RESOLUTION NO. 19-0652
DATED 13 JUNE 2019 (IN THE MATTER OF
THE GUIDELINES/PROTOCOL FOR AUDIT LOGS
AND GUIDELINES TO DECRYPT BALLOT
IMAGES ALL IN CONNECTION WITH THE MAY
13, 2019 NATIONAL AND LOCAL ELECTIONS);
COMELEC MINUTE RESOLUTION NO. 19-0757
DATED 10 JULY 2019 (IN THE MATTER OF
THE SECURITY FEATURES OF THE BALLOTS
USED IN THE MAY 13, 2019 NATIONAL AND
LOCAL ELECTIONS); AND COMELEC
RESOLUTION NO. 10550 PROMULGATED ON
23 JULY 2019 (IN THE MATTER OF THE
GUIDELINES ON THE PRODUCTION OF
ELECTION DOCUMENTS, EQUIPMENTS AND
PARAPHERNALIA TO BE USED IN ELECTION
PROTEST CASES IN CONNECTION WITH THE
MAY 13, 2019 NATIONAL AND LOCAL
ELECTIONS)

For the information, guidance, and strict compliance of all
concerned, appended herein as Annexes “A”, “B” and “C” are Comelec
Minute Resolution No. 19-0652 dated 13 June 2019 (In the Matter of
the Guidelines/ Protocol for Audit Logs and Guidelines to Decrypt Ballot
Images, all in Connection with the May 13, 2019 National and Local
Elections); Comelec Minute Resolution No. 19-0757 dated 10 July
2019 (In the Matter of the Security Features of the Ballots Used in the May
13, 2019 National and Local Elections); and Comelec Resolution No.
10550 promulgated on 23 July 2019 (In the Matter of the Guidelines on
the Production of Election Documents, Equipments and Paraphernalia to be

Used in Election Protest Cases in Connection with the May 13, 2019
National and Local Elections).

27 August 2019
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JOSE MIDAS P. MARQUEZ
rt Administrator
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Annex “A”

EXCERPT FROM THE MINUTES OF THE SPECIAL EN BANC
- MEETING OF THE COMMISSION ON ELECTIONS
HELD ON JUNE 13, 2019 '

Chairman Sheriff M. Abas

Commissioner Al A. Parrefio

Commissioner Luie Tito F. Guia

Commissioner Ma. Rowena Amelia V. Guanzon
. Commissioner Socorro B. Inting

Commissioner Marlon S. Casquejo

Commissioner Antonio T. Kho, Jr.
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19-_ 06524 |N THE MATTER OF - THE: GUIDELINESIPROTOCOL FOR
| AUD LOGS AND GUIDELINES TO DECRYPT BALLOT IMAGES,

“ALL IN CONNECTION WITH THE IVIAY 13,-2019 NATIONAL AND
LOCAL ELECTIONS

This pertains to the Memorandum dateld June 5, 2019 of Director -
_Ester L. Villaflor-Roxas, Election Records and Statistics Department,
as referred by Executive Director Jose M. Tolentino, I, , submitting the
Guidelines/Protocol for Audit Logs and Guidelines to Decrypt Ballot

Images, all-in connechon with the May 13;2619: Natlonal and Local
Elections. oy 5 '

The Memorandum of D|reotor \/lllaﬂor—Roxas reads

“In . cormechon with your Memorandum. dated May 30,. 2019 :
attached please find the proposed guidelines/protocol for Requests for-
Audit Logs and other Reports that will be taken from'the SD cards and/or

Compact Disc (CD) relative to the May 13, 2019 Naf;onaf' and Local -
‘Elections.

Also attached -is_ the proposed gu;'de!;'ries to dec.rj/_pf __bah‘of' ."niages.'

For consideration.”

~ “GUIDELINES FOR THE ISSUANCE OF REQUESTS FOR AUDIT
: LOGS ELECTION RETURNS, STATISTICAL REPORT AND
TRANSMISSION REPORT '

May 13, 2019 National and Local Efecf:ons

1. Interested parties may request from the Commission; through the
Office of the Executive Director, for copies of reports (audit logs,
- election returns, statistical repon‘ and transmission report) stored

in'the SD cards that were installed in the vote counnng machines
(VCMs).

--2. - The Ofﬁce of the Executive Director shall, upon éufhorffy of the
- Commission en banc, approve the request and forward the same
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“to the Office of the Dfrector of the Election Records and St‘atrshcs g
Depaﬁment (OD-ERSD).

3. The ERSD, D;rector_shaﬂ noﬁfy-z‘hepames concerned of the date,
-time and place of the decryption of the requested report(s).

- 4. Decryption shall be under the supervision of the ERSD Directors
- and shall only be done at the office of the Election Records and
Sratrsfrcs Deparfment Annex Building.

5. The cost ofthe decryptron of each report is Php 10.00 per SD
card to cover-expenses for the electricity and the use of printer
“and computer and Php 50.00 per SD card for the honoraria .of
ERSD personnel.

' Consumables for the decryption, generatfoh and prfntr'ng of
- “report(s), such as copy paper, toner CD/DVD and sign pens shall
be prowded by the parties. .

6. The ERSD personnel shall prepare the Olf’dEI of- Payment and
the requesting party shall pay to the Cash Division the appropriate
amounf for the decryption of the repori(s).

7. Upon presentation of the. Official Rece:pf issued by the Cash
Division, the ERSD personnel shaH cause the decryption. of the
_requesfed reporf(s) _

8. The following procedures shall be foh‘owesd in the decrypffon of
the requested report(s)

- a. Using a laptop with LINUX Operating system, insert
the Main/Backup SD card in the Card Reader.
b.. Run the script for decryption, which shall take 10-15
- minutes per SD Card. The scn,or will automatically
follow this process

I Extract and decrypt files from the SD card.
li. . Save said files and identify them into clustered
precinct ID folder. The clustered precinct ID
- _consists of the province code, c;ty/mumczpahty
code and precinct code.
_ii. - The report(s) requested (audit log, transmrss;on
- - report, election returns, .and statistical report)
are extracted from the cfustered precinct ID
folder.

iv..- Generate the hashed code of the report(s).

¢. Print the hash code. '
‘e. Print fhe report(s) and/or save ﬁfes to CD/DVD

[9.] After printing of the requested reporf(s) and hash code the
ERSD personnel and the representatives of the parties, - if

present, shall affix their initial in aH the pages of the printed
_ repon’(s) and hash code

[’! 0. ] The printed -and softcopies (saved in CD/DVD) of requested

report(s) shall be turned-over under proper reoe;pt to the
requesfmg party.
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[11.] The printed hashed code shall be given to the representative of
the parties. One copy shall be kept by ERSD personnel.”

“GUIDELINES TO DECRYPT BALLOT IMAGES
May 13, 2019 National and Local Elections

1. Ballot i images shall only be decrypted upon issuance of an Order

- to the Commission by the = Tribunals (House of the

- Representatives Electoral Tribunal (HRET), Senate Electoral
Tribunal (SET) and lower courts. In addition, ballot images shall
also be provided to the Commission Division upon Order by the

~ Presiding Commissioner.

2. Based on the Order received, this office shall inform the
tribunals/Division/lower courts of the schedule and pface of the
decryption.

3. The parties (protestant and protestee) shall be notified by the
ribunals/division/lower courts based on the schedule given by

. this office. ;

4. Representatives from the tribunals/division/lower courts and
parties shall be present durmg the decryption process to observe
the proceedings.

- 5. Decryption shall be under the supetrvision of the ERSD Directors
and shall only be done-at the Office of the Election Records and
Statistics Department, Annex Building.

6. The following cost of the decryption of the ballot images per SD
card shall be paid by the requesting party pursuant to Resolution
No. 8226 and 9720 dated May 17, 2011 and June 20, 2013,
respectively and MR No. 11-0399 dated March 29, 2011:

a. ERSD personnel honoraria — Php 350.00
b. Electricity-Php 100.00

c. Use of computers and printers - Php 50.00
d. Use of system per case:

i.  SET - Php 50,000.00

il. HRET -Php 5000.00 .
iii. Division - Php 5,000.00
iv. Courts - Php 2,500.00

All consumabios for the decryphon generation and printing

of baﬂof images, such as toner, copy paper, DVD and sign pens
shaﬂ be provided by the requesting party.

7. The ERSD personnef shall prepare the Order of Payment, and
the requesting party shall pay to the Cash Division the appropriate
amount for the decryption of the ballot images.

8. Upon presentation of the Official Receipt issued by the Cash
Division, the ERSD personnel shall cause the decryption of the
ballot images.

9. The following procedures shaH be followed in fhe decrypflon of
the ballot images: -

a. Using a laptop with LINUX Operating system, insert
‘the Main/Backup SD card in the Card Reader.
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b. Run the script for decryption, which shall take 10-15
minutes per SD card. The script will automatically
follow this process:

I Extract and decrypt files from the SD card.
Ii. Save said files and identify them into clustered precinct
ID folder. The clustered precinct ID consists of the
- province code, city/municipality code and precinct code.
iii.  Read the ballot images and generate the PDF files. The
serial number of the ballot s the filename of the
~decrypted ballots. Apply the filename marks on the top
of the decrypted ballot images. Every decrypted ballot
- Image contains both faces of the ballots and the voter
receipt. ' '
v.. Generate a PDF format files that contains all the votes
- and merged the PDF ballot images into one file.

vi.  Generate the list of the decrypted ballot images. .

C. F’rfnf the list of filename of the ballot images.
d. Print the hash code. :

e. Print the pdf merged file and save it to DVD.

10. After - printing the ballot images, ‘- the ERSD ° personnel,
representatives of the tribunals/division/courts including the
parties shall affix their initial in all the pages of the printed ballot
Images. ;

11. The printed and softcopies of ballot images shall be turned-over
to representative of the tribunals/division/courts.

12. The printed hashed code shall be distributed fto the
representative of the tribunals/division/courts representative and
to the parties. One copy shall be kept by the ERSD personnel.

13. The ERSD shall issue a certification to the representative of the
tribunals/ division/courts that the decrypted ballot images are

taken from the SD card(s) that were submitted by the field
officers.” : :

The Commission RESOLVED, as it hereby RESOLVES to

“approve the foregb_ing’ Guidelines as submitted by ERSD Director
Ester L. Villaflor-Roxas:

1. Guidelines for th-é Issuance of Requests for Audit lLogs,
Election Returns, Statistical Report and Transmission Report
May 13, 2019 National and Local Elections: and

2. Guidelines to Decrypt Ballot Images May 13, 2019 National and
Local Elections. ' |
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Let the Election Records and Statistics Department implement
this Resolution.

Oj Subject to -
SO ORDERED. ® e pertinent rules

Chairman

Commlssmner :

Commissioner | -t Commissioner

(On Official Business)
ANTONIO T. KHO, JR.

Commissioner
" Cc:

sH-Commissioners

Executive Director -
Deputy Executive Director for Operations
Deputy Executive Director for Administration
Election Records and Statistics Department
Information Technology Department
Finance Services Department
Cash Division, ASD
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» EXCERPT FROM THE MINUTES OF THE REGULAR EN BANG
3"\ MEETING OF THE COMMISSION ON ELECTIONS

HELD ON JULY 10, 2019™ _ N

: . COMMISSION ON ELECTIOMS
Chairman Sheriff M. Abas _F.EC!\.I.‘J_— OFFICE OF THE DIRECTOR
Commissioner AIA. Parrefioc | paip s &~ 14~
Commissioner Luie Tito F. Guia g E W
Commissioner Ma. Rowena Amelia Vi GuhHY6r Lt LT, .
Commissioner Socorro B. Inting Reseived by /LYK
Commissioner Marlon S. Casquejo e

Commissioner Antonio T. Kho, Jr. e )
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190757 IN THE MATTER OF THE s’ECURiT__Y_FEATUREs OF THE
gy BALLOTS USED IN THE MAY. 13, 2019 NATIONAL AND LOCAL
" ELECTIONS . | - \

This pertains to the Memorandum dated July 2, 2'019_ of Director
Maria Victoria S. Dulcero, Vice-Chairperson, Prin_ting _Committee,
forwarding the Memorandum dated June 18, 2019 of Director Allen Francjs

B. Abaya,- Electoral Contests Adjudication Department, requesting for
: guidel'_ines on the security features of the official ballots used in the May 13,
2019 National and Local Elections to serve as guidance of the lower courts

in the dis’positidn of election cases filed before them.

The Memorandum of Director Dulcero reads:

“This refers to the June 18, 2019 Memorandum of Dir, Allen
Francis B. Abaya, Director 1V, ECAD, requesting for guidelines on
the security features of the [official] ballots used in the May 13, 2019
National and Local Elections (NLE) through an en banc Resolution
to serve as guidance of the lower courts in the disposition of election
cases filed before them. s '

In response, undersigned drafted a list of security features and
vital information relative to the 2019 NLE Official Ballot and referred
the same fo the Information ‘Technology Department on June 26,
2019 for confirmation. . .- ' ! ;

For this reason, she is ' respectfully submitting the

Memorandum of ITD Director Jéann(e V. Flororita, dated June 20,

. 2019, on the security features and vital information of the Official

- Ballot used in the May 13, 2019 NLE to serve as guidelines for the

~ lower courts in determining the authenticity of the ballots in election

cases filed before them pursuant to Section 9, Rule 10 of A.M. No.

10-4-1-SC (2010 Rules of Procedure in Election Contests Before the
Courts Involving Elective-Municipal Officials). _'

-
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For your Honors’ consideration and approval.”

‘The Memorandum dated June 29, 2019 '_of Acting Director Jeannie V.
Flororita reads:

~ "Relative to the memorandum received from your office,
[below] are the security features and vital information of the official
ballot used in the 2019 National and Local Election held last May 13,
2019. '

I. Security features and other Ballot Components

1.. Ballot Paper - The ballot paper used for the May 2019
NLE is imported (part of stock used was from Canada and part from
Germany) and is not readily available in the local mariket. ;

2z Timing Marks - The black square marks that run along all
sides, upper and bottom portions of the ballots. These black
markings are printed on the front and back of the ballot.

3. Fiducial Mark - These marks are used to establish .
reference points in the ballot elements, as well as deﬁning the
ballots orientation and rotation. Fiducial marks are located at the
top-left, top-right and bottom-left corners of the ballots.

4. QR Code - The COMELEC QR code which contains
alpha-numeric symbols is located at the upper middle portion, at the
front and back of the ballot. Also, the National Printing Office (NPO)

- has placed a QR code at the extreme right top portion of the ballot
indicated by a red square. - .

5. Title - This information is the first line in the header. |t is
aligned to the left and it starts with the statement ‘OFFICIAL =
BALLOT’

6. Election Information - Appears below the title. It is
aligned to the left and it includes the name of elections, election date
and the name of the place.

: - 7. Voter Instructions — Helps the voters know how to makr
- the ballots. :

8. Country Logo - Distinctive imége of the Philippines

9. Ultra-Violet Ink Mark - Security features using UV ink in

the design of the Philippine flag is found on the upper middle portion

- of the ballot. The UV marks are not visible to the naked eye and

requires the use of any commercially-available hand-held ultra-
violate ray lamp for manual detection. | :

10. Box for Signature of Election Board (EB) Chairperson
- The box where the FB Chairperson signs histher signature to
authenticate the ballot. '

F
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11. Electoral Precinct Code — consist of Clustered Precinct
ID Number (contain the province code, city/municipality code, and
the sequential number ) and Precincts in a Cluster

Il. Front and Back Design of the Ballot
' A. For Local Ballots
- 1) The FRONT of the ballot will show the following positions:
a) Senator (Blue background)
b) Member, House of Representative (green background)
¢) Provincial Governor (blue background)
d) Provincial Vice-Governor (green background)

‘e) Member, Sangguniang Panlalawigan .. (blue
background)

f) Mayor, (green background)
-g) Vice Mayor (blue background) S

~h) Member, Sanggi,'niang Panlungsod/Bayan  (green
background)

2) The BACK of the ballot will show the position for Party List
(blue background) :

3) The date qf the elections (in BOLD letters) is in the upper
left corner of the Official Ballot :

4) The néme of the barangay, city/municipality and pfovfnce
(all in capital letters) are located on the upper left corner of
the official Ballot, just below the date of the elections.

B. For Overseas Ballots

1) The FRONT of the ballot will show the position for Senator
‘while the BACK will show the position for Party List

2. The date. of the elections (in BOLD letters) is in the upper
left corner of the Official Ballot :

3)' The name of the country and/or Post (all in capital letters)
are located on the upper left comner of the Official Ballot, just
below the date of the elections.

Addft:’ona! information was italicized for distinction.

For your information please.”

The Commission RESOLVED as it hereby RESOLVES, to approve
the Guidelines on the Security Features of the Official Ballots used in the

May 13, 2019 National and Local Elections to serve as guidelines for the
' £
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lower courts in determining the authenticity of the ballots in election cases
filed before them pursuant to Section 9, Rule 10 of A.M. No. 10-4-1-SC
(2010 Rules of Procedure in Election Contests Before the Courts Involving
Elective Municipal Officials).

Let the Electoral Contests Adjudication Department implement this

~ Resolution.
SO ORDERED. ‘
(On Leave) | - (On Leave)
AL A. PARRENO _ LUIE TITO F. GUIA
' Com_mi_ssioner

Commissioner

MA.@OWENA AMELIA V. GUANZON | W%

Commissioner

SOCORRO B, INTI

Commissioner

o LT
/; TRHO, TR~

Ccvmm[ssrorvs:r,““L

=iiRaar=ia

All CGommissioners
Executive Director
Deputy Executive Director for Operations

“Deputy Executive Director for Administration
Electoral Contests Adjudication Department

" Information Technology Department
Printing Committee
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COMMISSION ON ELECTTONS

- Intramuros, Maml’\

IN e THE. M ATTER I OB THE ABA:S-,.Sheri'ff,M. ' Chairman :

S : 5 . PARRENO, A, A. ..+ Commissioner
GUIDELINES ON THE PRODUCTION' GuUTA L.T.%. . . . Commissioner
OF ELECTION DOCUMENTS, GUANZON,M.R.A.V. Commissioner
EQUIPMENTS . y AND INTING,S. B. - Commissioner
PARAPHERNALIATO, ‘BE: USED IN: CABQUEIO;MIE. : .- - - Commissionte
ELECTION PROTEST CASES IN IKHO, AT, J1 v : . Commissioner

'~ CONNECTION WITH THE MAY 13, s - '

2019 NATIONAL ~AND.  LOCAL
IONS - - _ .
E_I:}_E_(_:I__ LR ot e S Eibep Promulgated o July .23, 201

RESOLUTION NO. 10550 5

: Wﬁu

WHEREAS in election proieqt cases filed before the Electoral
Tribunals and Regional Trial Courts in connection with the May 13,

2019 national and local elections, there are Ordels or requests for the i
production of the Vote Counting Machines (VCMs), Consolidated

Canvassing System (CCS) Laptops, SD cards and other election
documents, equipments “Ll‘ld parflpheln'ﬂm for purposes of, among
others, authenticating ballots and deter mmm g how the VCM read the
‘shades on the official ballots, '

' '.-WHEREAS, '.th‘e'__'g'el*luinenessl.._ai'ld-, -aLithentici.ty 61’ the official
ballots may be ascertained by the presence of the Ultra-Violet (UV)

marks which may be detected by usmg any commer cially-available
~hand-held UV lamp; ' .

WHEREAS, the SD cards containing the election returns and

digital ballot images may be decrypted and prmted to determine how
Lhe VCM read the shqdes on the official ballots;

NOW, THEREFORE, the Commission on Electilons, by virtue of -
the powers vested in it by the Constitution, the Omnibus Election

- Code and other election laws, RDSOLVED as:it. hcrcby RDSOLVDS
as follows:

1. To advise the Electoral Tribunals and Regional Trial
Courts: ;

i, To use any commercially-available hand-held
Ultraviolet (UV) lamp which is hereby
authorized and certified to be capable’ of
detecting UV marks in the determination of the
genuineness and authenticity of the official

~ ballots, hence, the VCMs, CCS laptops and SD
- cards need not be produced before them
anymore;

A
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ii. To resort to the decryption of ballot images to
determine how the VCMs read the shades on:

" the official ballots following the procedures as
enunciated in Comelec Resolution.No._O652; i

Rer s authorwe the FElection Officers to produce before the
ST -Elcc’corfﬂ ’I‘mbun'dfs and Regional Trial Courts concerned
" the List of Voters with Voting Records of the precincts
involved in an election protest 'caé.c subject to clearance
. from ‘higher tribunals which issued. Precautionary
. Protection Orders relative to .protest cases filed before
them, if any. |

' SO ORDERED.

Commissioner

MA. ROWENA AMELIA V. GUANZON

Commissioner

o 1 76 —IR
\

Commi_ssi_oncrw N

Cce: ~ Chairman

Commissioners -
Executwe Director. :
Deputy Executive diréctor for Oper ations

. Deputy Executive Director for Administration
All REDs —c/0 ODEDO




